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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References
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Rationale

Solution related to the requirement of KI#1

5.1
Key issue #1: Authentication of NRF and NF Service Producer in indirect communication
5.1.1
Key issue details

When SCP is present, the TLS between an NF Service Consumer and NRF/NF Service Producer can be split into at least two segments (NFc-SCP, SCP-NRF or SCP-NFp). In this case, the NF Service Consumer and NRF/NF Service Producer do not directly authenticate each other via TLS. 
Client Credentials Assertion (CCA) has been specified to allow NRF or another NF to directly authenticate an NF Service Consumer in the presence of an SCP, but direct authentication of the NRF/NF Service Producer by the NF Service Consumer has not been addressed in indirect communication. The key issue will investigate solutions allowing the NF Service Consumer to directly authenticate the NRF/NF Service Producer in indirect communication. 
5.1.2
Security threats

Editor’s note: The threats need to be further clarified and studied
An NF Service Consumer could send service requests to an unintended NF.  

An NF Service Consumer could receive service responses from an unintended NF. 

5.1.3
Potential security requirements

The 5GS should provide a mechanism that allows an NF Service Consumer to authenticate an NRF or an NF Service Producer during an indirect communication with them via an SCP. 

4
Detailed proposal

*********** START OF CHANGES
6.Y
Solution #Y: Service response verification in indirect communication without delegated discovery
6.Y.1
Introduction

This solution is addressing KI#1.
A malicious SCP or a Man in the Middle (MitM) could forward the service request to a malicious or unauthorized NF Service Producer. Especially where multiple SCPs are involved, and the NF Service Consumer does not know whether the right entity or some malicious entity is responding its request, this situation can occur. 
Editor's Note: It is ffs in which deployment scenarios the solution is applicable and whether re-selection of the producer could be a desired property.
This solution avoids that a service response is returned back to the NF Service Consumer by an unauthenticated and/or unauthorized MitM. 
6.Y.2
Solution details
This solution allows the NF Service Consumer (NFc) to verify the genuineness of the NF Service Producer (NFp) or the NRF which is sending the response, when an SCP is used in indirect communication scenario and does not perform re-selection and the discovery of NFp is not delegated to the SCP (see 3GPP TS 33.501 [X] Annex R, model C).
NFc discovers NFp at NRF and requests an access token for a specific NFp Instance ID for consuming a service from NFp. If indicated by NFc in the service request, the NFp provides back its CCA_NFp. NFc can now validate the identity of NFp, even though the response is sent via SCP. I.e. NFc can check if the NFp ID that the access token was provided for by NRF is matching the NFp ID present in the subject of CCA_NFp.
Editor's Note: It is ffs whether a match of the NFp ID between access token and CCA_NPp provides validation of the identity of the NFp or authentication of the NFp
Thus, if the NFp includes its own CCA_NFp in the service response, NFc can verify that the service response received from the specific NFp was requested in the original service request from this producer. 
Editor's Note: It is ffs if the CCA_NFp ensures that the NFc can verify that the service response received from the specific NFp was requested in the original service request from this producer.
This allows authentication of NFp by NFc, i.e. by NFc verifying the CCA_NFp against the original NFp Instance ID, for which NRF provided the access token. In case of failure, error messages can be triggered and reported to the operator.
Editor's Note: Flow chart with step by step description to be added.
Editor’ Note: How does the service response received from the NFp was requested in the original service request is FFS.
6.Y.3
Evaluation

TBD
*********** END OF CHANGES
